BGZ BNP PARIBAS

Instructions on Installation of Cryptographic Devices
for new users of Pl@net or BiznesPl@net systems

In order to use cryptographic devices (smart cards or USB devices) in the Pl@net or
BiznesPl@net systems to generate digital signatures, the following actions should be
performed:

1. Installation of a digital signature generation plug-in
2. Installation of Comarch SmartCard software to service cryptographic devices
3. Initialisation of the card or USB device

Please execute the above actions in the above sequence. Please do not connect the card reader
or USB device to your computer until the Comarch SmartCard software to service cryptographic
devices is installed.

Please note: Cryptographic devices are serviced in the PI@net and BiznesPl@net systems in the
Microsoft Windows (Vista / XP / 2000) operating system, by the following browsers: Microsoft
Internet Explorer (version 5.5 with SP2 or higher), Mozilla Firefox (version 1.5 or higher) and
Netscape Browser (version 7.1 or higher).

If you log into Pl@net or BiznesPl@net for the first time (and you log in and authorize
transactions by an electronic signature), during the first logging the system will automatically
check if the necessary IT software is installed on your computer. If no such software is
detected, the system will start the installation. Please follow the instructions appearing on the
screen or read this users manual

1. Installation of a digital signature generation plug-in

Installation of the plug-in for the Microsoft Internet Explorer browser.

If you log into PlI@net or BiznesPl@net for the first time or if you have received a “starting package”
including the initial logging password, run the browser and go to the login page of the Pl@net or
BiznesPl@net system.

= Logging into the Pl@net system: https://planet.bgzbnpparibas.pl
= Logging into the BiznesPl@net system: https://biznesplanet.bgzbnpparibas.pl
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Enter your login (user name) and click “Dalej” ("Next”). The browser you run, provided that is was run with
administrator rights, will instantly request the installation of the plug-in (unless the latest version of the
plug-in has already been installed on the computer you use).

Internet Explorer - ostrzezenie o zabezpieczeniach

Czy checesz zainstalowac to oprogramowanie?
Mazwa: SignActivXFortis.cab
Wydawca: Fortis Bank Polska S.A.

(%] wiscei apcii [ zanstaly | [ Neinstag |

potencjalnie szkodliwy dla komputera. Instaluj wylgcznie oprogramowanie

@ Pliki pochodzace z Internetu moga by uzyteczne, ale ten typ pliku moze byc
pochodzace od zaufanych wydawcdw, Jakie jest zagrozenie?

Click “Zainstaluj” (“Install”), this will initiate the installation of the plug-in. During subsequent loggings this
message will not appear any more.

Depending on browser’s configuration (also, in the case of insufficient authorization - since to install the
plug-in you must have local administrator rights on a given computer) the following message may appear:

Windows Internet Explorer

Mie udato sie automatycznie zainstalowad komponentu ActiveX do generowania podpiséw elektronicznych. Prawdopodobnie przegladarka powstrzymata witryne przed
! jego zainstalowaniem. Aby zainstalowad komponent prosze kiknac (zotty) pasek informadji u gory okna przegladarki | z wyswietlonego menu wybrad *Zainstaluj
formant ActiveX...”. W okienku z komunikatem, ktdre zostanie nastepnie wyswietione prosze wybrad "Pondw probe™.

Uwaga: do zainstalowania komponentu ActiveX wymagane sg prawa administratora lokalnego na tym komputerze,

This message will also appear if the user has administrator rights but clicks "Nie instaluj("Don’t install”).

There is also other possibility to install the plug-in by using the installation wizard available at
Bank BGZ BNP Paribas SA websites on “"Bankowos¢ internetowa” (“Internet Banking"”) site, in
section “"Do pobrania” (“"Downloads”) (on the right side of the screen), at the following address:

http://www.bgzbnpparibas.pl/files/BNPParibas ActiveX install.exe

In such a case the plug-in should be downloaded on the computer’s disc:

Otwieranie Fortis_ActiveX_install.exe

Rozpoczeto pobieranie pliku:
Fortis_ActiveX_install.exe
Typ pliku: Aplikacia
Adres: https://planet. fortisbanking. com.pl
Czy cheesz zapisad ten plik?

Zapisz plik[% [ Anuluj



http://www.bgzbnpparibas.pl/files/BNPParibas_ActiveX_install.exe
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Then run the installation wizard (to do that you must have local administrator rights on a given computer):

Q Instalator programu Fortis SignActivx m

Welcome to the Fortis SignActivx Wizard
A e to the Fortis SignActi

Witamy w kreatorze instalacji programu Fortis
SignActivx

Ten kreator pomoze Ci zainstalowad program Fortis SignActivic.

Zalecane jest zamknigde wszystkich uruchomionych programéw przed rozpoczedem instalagji.
To pozwoli na uaktualnienie niezbednych plikdw systemowych bez koniecznosd ponownego
uruchomienia komputera.

Kliknij Zainstaluj, aby rozpeczad instaladge.

ComArch S.A.

Anuluj

In next steps click "Zainstaluj"(“Install”), "Dalej"(*Next”), and then "Zakoncz"(“Finish”).

Installation of the plug-in for Mozilla Firefox and Netscape browsers.

If you log into PI@net or BiznesPl@net for the first time or if you have received a “starting package”
including the initial logging password, run the browser and go to the login page of the Pl@net or
BiznesPl@net system:

= Logging into the Pl@net system: https://planet.bgzbnpparibas.pl
* Logging into the BiznesPI@net system: https://biznesplanet.bgzbnppparibas.pl

Podaj swdj login
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Enter your login (user name) and click “Dalej” ("Next"). The browser will instantly request the installation of
the plug-in (unless the latest version of the plug-in has already been installed on the computer you use).

Komunikat ze strony https://planet.fortisbanking.com.pl: ﬁ

ij’) Komponent (plug-n) do generowania podpisdw elektronicznych nie jest zainstalowany.
.

Kliknij 0K aby pobrad plik instalatora. Zapisz plik Fortis_FFplugin_install.exe na dysku, zamknij
wszystkie okna przealadarki, a nastepnie uruchom instalator,
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Click “OK”, and then save the installation wizard file on the disc.

Otwieranie Fortis_FFplugin_install.exe ﬁ

Rozpoczeto pobieranie pliku:
Fortis_FFplugin_install.exe

Typ pliku: Aplikacia
Adres: https://planet. fortisbanking.com.pl

Czy cheesz zapisac ten plik?

I Zapisz plik% [ Anuluj l

Run the wizard file (administrator's right are not required):

Installer Language ﬁ

Q:l Flease select 5 language.

[ OK ] [ Cancel ]

Choose the language of the installer (Polish or English) and click “OK.”

4 Instalator programu Fortis SignPlugin m

Welcome to the Fortis SignPlugin Wizard
Welcome to the Fortis SignPlugin Setup

Witamy w kreatorze instalacji programu Fortis
SignPlugin

Ten kreator pomoze Ci zainstalowad program Fortis SignPlugin.

Zalecane jest zamknigd zystkich uruchomionych programéw przed rozpoczedem instalagji.
To pozwoli na uaktu iezbednych plikéw systemowych bez koniecznosd ponownego
uruchomienia komputera.

Kliknij Dalej, aby kontynuowac.

ComArch S.A.

Anuluj

Before running the wizard close all browser windows, otherwise the wizard may report an error:

4 Instalator programu Fortis SignPlugin lﬁ]

Blad otwarda pliku do zapisu:
"C:\Documents and Settings\Administrator\Dane aplikacii\Mozilla'plugins\MPSignPluginFortis. dll™
Wybierz Anuluj, aby przerwac instalacie,
Pondw, aby ponowié zapis do pliku lub
Ignoruj, aby pominac ten plik

L Brzerwij EJ[EDnéwprébeu Ignoruj
Ly
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In such a situation close the browser and then click “Pondw probe” (“Retry”).

On the next screen of the wizard choose the browser for which you want to install the plug-in (the wizard is
compatible with either Firefox and Netscape):

4 Instalator programu Fortis SignPlugin m
Wybierz, dla kidrej przegladarki chcesz zainstalowac komponent:

ComArch S5.A. [ < Wstecz ] [ Zainstaluj [\L Anuluj

Then click “Zainstaluj” (“Install”), and on subsequent screens click "Dalej" ("Next”) and “Zakoncz" (“Finish”).

The plug-in may also be downloaded from Bank BGZ BNP Paribas SA websites. It is available on “Bankowos$¢
internetowa” (“Internet banking”) site, in section “"Do pobrania” ("Download”) (on the right side of the
screen), at the following address:

http://www.bnpbnpparibas.pl/files/SignPluginInstall6 BNPParibas.zip

Now return to the login page of the Pl@net or BiznesPl@net system. Enter your login and click “Dalej”
("Next™).

2. Installation of Comarch SmartCard software to service cryptographic
devices

Another step to make is the installation of Comarch SmartCard software which is necessary for using
cryptographic devices — smart cards and USB devices.
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Return to the login page of the Pl@net or BiznesPI@net system and enter the password from the "starting
package™:

Whpisz otrzymane haslo startowe:
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...then click "Zaloguj sie” ("Log in”). Now the system will suggest generating the key — click “Generuj klucz”
("Generate the key").

Generacja klucza

Obecnie nie posiadasz Zadnego aktywnego klucza. Aby
zalogowac sie do systemu musisz teraz wyaenerowad kucz.

n Przed zalogowaniem sprawds adres strony, cerbyfikat
serwera oraz zweryfikuj oy na pasku statusu znajduje sie
ikona kiddki cznaczajaca polaczenie soyfrowans.
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However, before key generation is possible, the installation of Comarch SmartCard software to
service cryptographic devices is necessary. If it was not installed on the computer you use, the
system would automatically detect it and request installation.

Windows Internet Explorer ﬁ

P Aby korzystac z urzadzen kryptograficznych (nosnika USB lub karty kryptograficzne;) na tym komputerze wymagana jest instalacja oprogramowania Comarch
\f/ SmartCard Toolbox do ich obshugi.

Kliknij OK. aby pobrac plik instalatora, Zapisz plik ComarchSmartCard.exe na dysku, a nastepnie uruchom go.

Uwanga: do instalacji oprogramowania Comarch SmartCard wymagane sa prawa administratora lokalnego na tym komputerze.

Eok [ anuy
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An easy to use installation wizard will guide you through the process. Click "OK” to download
the installer files. Save the ComarchSmartCard.exe file on a disc and then run it.
Please note: To install the Comarch SmartCard software, you must have administrator rights on
a given computer.
Pobieranie pliku - ostrzezenie o zabezpieczeniach x
Czy chcesz uruchomié plik. czy zapisac go?
MNazwa: ComarchSmartCard.exe
Typ: Aplikacia, 3,79 MB

QOd: planet. fortisbanking.com.pl

’ Uruchom ]I_Zapisz l [ Anulyj

) Pliki pochodzace z Intemetu mogg by¢ uzyteczne, ale ten typ pliku
| moze byé szkodliwy dla kemputera. Jedli nie masz zaufania do
#rédla, nie uruchamiaj ani nie zapisuj tego oprogramowania. Jakie
iest zagrozenie?

The ComarchSmartCard.exe installation file can be downloaded from Fortis Bank website. It is
available on "Bankowos¢ internetowa” ("Internet banking") site, in section "Do pobrania"
("Downloads") (on the right side of the screen), at the following address:

http://www.bgzbnpparibas.pl/files/comarchsc_bnpparibas.exe (file size: 20.5 MB).

Once you have run the wizard, follow the instructions appearing on the screen clicking “Dalej”
(“"Next").

4 Instalator programu Comarch SmartCard m

Welcome to the Comarch SmartCard Wizard COM I‘ Rc H
to the Comarch SmartCard Setup

SYSTEMY INFORMATYCZNE

Witamy w kreatorze instalacji programu Comarch
SmartCard

wad program Comarch SmartCard.
] & stkich uruchomionych programow przed rozpoczedem instalaci.
To pozwoli aktua iezbednych plikdw systemowych bez koniecznosd ponownego
uruchomienia komputera.

Kliknij Dalej, aby kontynuowac.

ComArch S.A. Dalej >

Anuluj
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Read and accept the terms and conditions of the licence agreement by selecting the "Akceptuje
warunki umowy licencyjnej"("I accept the terms and conditions of the licence agreement”)
box. Then click “"Dalej"("Next"):

4 Instalator programu Comarch SmartCard E

i COMARCH
Przed instalacig programu Comarch SmartCard zapoznaj sie z warunkami licendji.

SYSTEMY INFORMATYCZNE

Nadisnij awisz Page Down, aby zobaczy¢ reszte umowy.

Minigjszy produkt stanowi przedmiot praw autorskich przynaleznych
(COMARCH, zatem podlega ochronie na podstawie ustawy o prawie autorskim i
prawach pokrewnych,

(COMARCH zachowuje wszelkie prawa wiasnosd
oraz pravia wizsnosd intelektuaing] do ninigjszego produktu,

esz warunki umowy, zaznacz pole wyboru po aby kontynuowad. Musisz
warunki umowy, aby zainstalowad Comarch 5 Card. Kliknij Dalej, aby

ComArch S5.A. [ < Wstecz ] [ Dalej = l Anuluj

Now the wizard will require the installation of drivers for smart card readers and USB
cryptographic devices. Leave the selected boxes (both “Czytniki kart” (“Smart card readers") as
well as "Tokeny USB” ("USB Tokens") and click “Dalej” ("Next")).

® Instalator programu Comarch SmartCard X

oo COMARCH
Wybierz komponenty programu Comarch SmartCard, ktdre cheesz zainstalowac.

SYSTEMY INFORMATYCZNE

Zaznacz komponenty, ktdre choesz zainstalowad i odznacz te, ktdrych nie cheesz zainstalowad.
Kliknij Dalej, aby kontynuowac.

Wybierz komponenty do Caytniki kart
zainstalowania: Tokeny USE Przesur kursor myszy nad

Y komponent, aby zobaczyd
jego opis.

Wymagane miejsce: 10. 1MB

‘Comﬁ\rch S.A. [ < Wstecz ] [ Dalej = ] Anuluj

If you do not wish to install excessive drivers, you can unselect the box of redundant
components— if you only intend to use USB cryptographic device, it is enough to install Gem e-
Seal drivers from the "Tokeny USB” ("USB Tokens”) group. On the other hand, if you use smart
cards and a reader distributed by Fortis Bank, it is enough to install drivers for GemPCTwin USB
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reader. However, if you have another (your own) reader, you can unselect all boxes so as not to
install any drivers.

Then, define the location where the application should be installed — accept the default folder
or change it clicking “Przegladaj...” (“Browse..."):

ﬂ Instalator programu Comarch SmartCard E

121Gl

C:'\Program Files\ComarchComarchSmartCard Przegladaj...

ComArch S.A. < Ystecz ] [ Dalsj = Anuluj
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In the next step the wizard will ask to select a folder from the Start menu, in which a shortcut
to run the application will be created. Select the folder and click “Zainstaluj” (“Install”):

Q Instalator programu Comarch SmartCard m

bt l
]
= i, -
Narzedzia Microsoft Office
Netscape
Network Assodates
U GRELE e - OraHome92
Y17 998080 Orade Installation Products
-
ComArch S.A. [ < Wstecz ] [ ZFainstaluj ] Anuluj

When the installation wizard informs about the completion of the installation process, click
“Dalej” ("Next"):

Q Instalator programu Comarch SmartCard m
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The installation process is completed. If you use Windows 98 or Windows ME operating
systems, you need to restart your computer - click "Uruchom ponownie teraz" (“Restart the
computer now”) and then “Zakoncz” (“Finish”). If you use later Windows versions (Vista, XP,
Windows 2000, Windows 7 or Windows 8/8.1), the restart is not necessary — click "Sam
uruchomie komputer poézniej” ("I will restart my computer later”) and then "Zakoncz"
(“Finish").

# Instalator programu Comarch SmartCard m

— COMARCH

SYSTEMY INFORMATYCZNE

Konczenie pracy kreatora instalacji Comarch SmartCard

riig Wruchan

ComArch S.A. Zakoricz Anuluj

3. Initialisation of the card or USB device and key generation

Once the Comarch SmartCard software is installed, you can return to the previously interrupted key
generation. Connect the USB device to your computer or connect a card reader and insert the
smart card into the reader. Then, return to the browser and click “Generuj klucz” ("Generate the key”).

A selection screen will appear with cryptographic devices to choose from, where the key is to be generated
on. Please indicate the device you use (USB device or smart card). In the field below, please enter the name
under which the new key will be saved (you can give it any hame).

Generacja klucza

Lokalizacja nowego klucza _
’V * Mognik LSE 7 Karta procesonwa "-lj\

Podaj nazwe klucza: Iplaneﬂ

Generyj I Ay
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If the cryptographic device (USB device or smart card) is new and has not been used yet, you need to
initialise it, that is, to define a Personal Identification Number (PIN) to secure the device, and a Personal
Unblocking Key (PUK). Click "OK” in order to go to the initialisation of cryptographic device.

a_m : . : (ol
Inicjalizacja nosnika

Aby rozpoczad korzystanie z urzgdzenia kryptograficznego wymagana jest jego inigjalizacja{nadanie koddw PIN oraz PUK).

Please define the following on the cryptographic device initialisation screen now appeared:
= PIN (4 digits), and
= PUK (8 digits).

The PIN is a 4-digit code which secures the keys stored on a cryptographic device. The PIN prevents
unauthorised and accidental use of your smart card or USB device, including execution of orders and
instructions in your account which require a digital signature. The PIN is strictly confidential and should be
known only to you.

The PUK, or Personal Unblocking Key, is an 8-digit code which allows you to unblock the cryptographic
device should it get blocked after your entered an invalid PIN five (5) times in succession. The PUK should
be stored in a safe place and protected against loss.

To avoid mistakes, each of codes should be entered twice. Confirm by clicking “"OK.”

Inicjalizacja nosnika

K.ad PIM jest ta 4-cyfrawn kod, ktéry zabezpiecza klucze przechomwywane na
urzadzeniu kiyptograficznym. Kod PIN uniemozlivia nisuprawnionym |
preypadkowypm ozobom korzystanie z Twojg] karty kiyptograficzne] lub
nognika USE, a tym samym wykonywanie dyspozpcii na Twaoim rachunku
wyragajgoych podpizu elektranicznego. Kod PIM jest cabkowicie poufny i
powinien bed znany ko Tobie,

Fod PUE [czyli kod odblokowujacy] to S-cyfrowy kod, pray pomocy kidrego
mozliwe jest odblokowanie urzadzenia kiyptograficenego, jezeli zostanie ono
zablokowana po 3-krotnem z rzedu podaniu nieprawidrowego kodu PIN. Kod
FUE. powinienes przechowywad w bezpiecznym migjzcu i chronic przed
zgubieniem.

Malezy pamigtad, Ze nie walno przechowwad numeru PIMN ani kodu
odblokowujacego PUE. razem z urzadzeniem kivptograficznym. Moze to
bowiern umazliwié azabarm niepowsokanym dostep do Twajega rachunk w
sytuacy zaginiecia lub kradziezy karty badZ nognika USE.

~FIM ~ PUE
Poda) novey PIM Poda) nowy PLUE
Powtarz nowy PIM Powtarz nowy PLUE,
Ixxxx I xxxxxxx =1

ok | druki |

Please note: Remember that the PIN and PUK should not be kept together with a cryptographic
device (USB device or smart card). This could result in an unauthorised access to your account
when your cryptographic device is lost or stolen.
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Please note: If the cryptographic device (USB device or smart card) is blocked after you have
entered an invalid PIN five (5) times in succession and you have forgotten the PUK, you may
still use the device as long as it is reinitialised. However, all the keys saved on the
cryptographic device will be deleted from its memory during the initialisation process.

When you click "OK” to confirm, the system will offer you to print the PUK and then return to the new key
generation process interrupted before. A dialog box will appear requesting you to enter the PIN. Please
enter the PIN that you have just defined.

Podaj PIN

Fodaj kod PIN.
s =

[ ok | [ snu |

Accept by clicking "OK.” Please wait until the system generates the key and saves it in the chip memory on a
smart card or USB device.
Once the key generation is completed, you will be logged into Pl@net or BinznesPl@net system.



